




#whoami
Aaron Guzman

@scriptingxss



●

●
●
●
●







●

●
●

○
security professionals, anyone 

●



🐚🐚🐚🐚🐚🐚



●
●
●
●



●

○

●
●
●
●
●

https://github.com/scriptingxss/EmbedOS
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https://www.exploit-db.com/google-hacking-database
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> binwalk -t IoTGoat-mips.bin 

> dd if=IoTGoat-mips.bin bs=1 skip=1400475 
of=wrt_mips.squashfs
14917989+0 records in
14917989+0 records out
14917989 bytes (15 MB, 14 MiB) copied, 23.0386 s, 
648 kB/s

> unsquashfs wrt_mips.squashfs 
Parallel unsquashfs: Using 4 processors
1080 inodes (1079 blocks) to write
created 891 files
created 107 directories
created 188 symlinks
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> sudo chroot . ./qemu-arm-static 
usr/bin/shellback
> sudo lsof -i :5515
COMMAND     PID USER   FD   TYPE DEVICE 
SIZE/OFF NODE NAME
qemu-arm- 13264 root    3u  IPv4 662221      
0t0  TCP *:5515 (LISTEN)
> nc -nv 127.0.0.1 5515
Connection to 127.0.0.1 5515 port [tcp/*] 
succeeded!
[***]Successfully Connected to IoTGoat's 
Backdoor[***]
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https://scriptingxss.gitbook.io/firmware-security-testing-methodology/
https://scriptingxss.gitbook.io/firmware-security-testing-methodology/
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