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whoami

Currently an information security architect

Security professional for 5+ years

Developer background

“Log Czar” sounds like a really cool job title
Originally from the bay area, now in LA for ~2 years
Interests: food things, travel, streaming, sports, learning new tech, masterlng
the 4 elements with a happy attitude




Today's Objective




What are we gonna do today, Brain?

Agenda This talk is NOT:

Quick cloud intro things
Problems and Takeaways
Cloud Risks

Architectural Considerations
Cloud Security Tools
Guidance

Cloud migration strategy
Cloud workload planning
Incident Response

AppSec

Taking over the world, sorry
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Some Buzzwordy words for Cloud

Common Cloud Terms Cloud Security Tool Categories

Cloud Service Provider (CSP) e Cloud Access Security Broker (CASB)
Elasticity e Cloud Security Posture Management (CSPM)
Private Cloud e Cloud Workload Protection Platform (CWPP)
Public Cloud

Serverless computing

Software as a Service (SaaS)

Infrastructure as a Service (laaS)

Platform as a Service (PaaS)



Shared Security Model




CUSTOMER DATA

RESPONSIBLE FOR PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT
SECURITY
“IN” THE CLOUD OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CUSTOMER

NETWORK TRAFFIC ENCRYPTION, SERVER-SIDE ENCRYPTION &
DATA INTEGRITY

COMPUTE ] DATABASE STORAGE [NETWORKING

RESPONSIBLE FOR
SECURITY
“OF” THE CLOUD SRIRIIN

EDGE LOCATIONS
(INFRASTRUCTURE) AVAILABILITY ZONES

PLATFORM
PROVIDER




Target Audience: IT/Security teams

Problems

Lack of visibility
o What is deployed
o How are resources configured
o  Where they’re located
o  When these events happened

Cloud account sprawl
Manual inspection
Baselining consistent control
verification

... and more!

Intended Takeaways

Crystalize areas of concern
Identify plausible options
Prioritize remediation
Centralize visibility

Identify

O

o O O O

Critical assets

Publicly accessible resources
Ingress points and permissions
Who has access? (IAM principals)
Audit controls configured
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Cloud Service Portfolio

Compute Services

Services AWS Azure GCP

laaS Amazon Elastic Compute Cloud Virtual Machines Google Compute Engine
PaaS AWS Elastic Beanstalk App Service and Cloud Services Google App Engine
Containers Amazon Elastic Compute Cloud Container Service Azure Kubernetes Service (AKS) Google Kubernetes Engine
Serverless Functions AWS Lambda Azure Functions Google Cloud Functions
Database Services

Services AWS Azure GCP

RDBMS Amazon Relational Database Service SQL Database Google Cloud SQL

NoSQL: Key—Value
NoSQL: Indexed

Amazon DynamoDB

Amazon SimpleDB

Table Storage

Azure Cosmos DB

Google Cloud Datastore
Google Cloud Bigtable

Google Cloud Datastore

Storage Service

Services

AWS

Azure

GCP

Object Storage
Virtual Server Disks
Cold Storage

File Storage

Amazon Simple Storage Service
Amazon Elastic Block Store
Amazon Glacier

Amazon Elastic File System

Blob Storage
Managed Disks
Azure Archive Blob Storage

Azure File Storage

Google Cloud Storage

Google Compute Engine Persistent Disks
Google Cloud Storage Nearline
ZFS/Avere

Networking Services

Services

AWS

Azure

GCP

Virtual Network
Elastic Load Balancer
Peering

DNS

Amazon Virtual Private Cloud (VPC)
Elastic Load Balancer
Direct Connect

Amazon Route 53

Virtual Networks (VNets)
Load Balancer
ExpressRoute

Azure DNS

Virtual Private Cloud

Google Cloud Load Balancing
Google Cloud Interconnect
Google Cloud DNS




What are the Primary Concerns Across the Cloud Service Categories?

Compute Services -

Access control

Asset management

Location (zone)

Integrity of critical business services and ops

Database Services -

° Data access
° Compliance and Audit
° Object level control

Storage Service -

Encryption

Availability

Backup strategy

Public exposure, access controls

Networking Services -

° Approved data flows/safelisted connection sources
° Standard network segmentation (QoS, trust zones)
° Nested controls



nagement’?

What about Identity Ma




Identity and Access Control Management

Principal - Person or application used to impersonate and make requests to execute actions or operations
Sample IAM objects include: user, group, role, policy, and identity provider objects

Request - Each request to the CSP management console includes the following: actions/operations, resources, principal, environment data,

resource data

Authentication - various methods to authenticate. Need to determine company strategy for approved methods.
Authorization - Need to know understand expected usage for the environment and roles to enforce as guard rails
Actions or operations - Identify all types of operations that may affect user permissions, per CSP

Resources - other CSP objects, like storage buckets, other IAM objects, compute






Some (more advanced) examples...

Encryption/Key Management strategy

Workload Management strategy

Backup strategy

Establish Baseline to determine configuration drift
Third party tools/integrations

Alignment with Corporate Initiatives






Recommendation: Isolate your problem(s) or tool(s)

e Cloud Access Security Broker (CASB)

o Visibility of security for systems and data transfer to and from cloud services

o Enterprise visibility of SaaS with custom capabilities to add PaaS and laaS, contingent on the third-party tool

e Cloud Security Posture Management (CSPM)

o Cloud configuration deployment and operational monitoring insights for laaS to SIEM and analytics platforms

o Aims to provide the enterprise with a coherent security and risk picture across multiple laaS clouds

e Cloud Workload Protection Platform (CWPP)

o Workloads deployed within cloud environments and in containers, and it also integrates with SIEM and analytics tools

o Because it operates in the data plane, it can provide visibility of communications between workloads within laaS clouds.

CHOOSE YOUR DESTINY




CASB vs. CSPM vs. CWPP

Table 4. Data Security Approaches Using Cloud Security Tools

Cloud

Security
Tool Group

CASB

CSPM

CWPP

Data Security Capability

Data loss prevention — basic DLP, regular
expressions (regex), custom dictionary and so on

Encryption in SaaS
Encryption in transit
Monitoring laaS data storage configuration

Assuring native data security is in place

Monitoring laaS data storage configuration

Assuring native data security is in place (such as
Transport Layer Security [TLS])

Key management oversight

Data in transit

Host encryption

Source: Gartner (August 2018)

Operation

Protects by encrypting data in transit.
Protects at application layer by
identifying and preventing unauthorized
data transfer.

Protects by assuring native and vendor
data security controls are in place and
operating correctly.

Protects at the workload by encrypting
the workload itself; some vendors
encrypt unsecured data transfers
between workloads.



Table 2. Deployment Approach Differences

Tool Category

Cloud Security
Posture
Management

Cloud Access
Security Broker

Cloud Workload
Protection
Platform

In-Environment/On
Workloads

Some vendors support
workload monitoring
agent in laaS

Some vendors support
workload monitoring
agent in laaS

Primary deployment
pattern, monitoring
workloads from within
environment;
management can be
in-environment or
cloud-based.

Source: Gartner (August 2018)

In-Line
(Reverse or
Forward Proxy)

Not featured

Primary
deployment
pattern for traffic
monitoring, data
protection and
shadow IT
discovery

Not featured

Enterprise-Integrated

Primary deployment
pattern to integrate with
cloud provider
management APls

Pattern for integrating
with PaaS and SaaS
services to support
direct API control; some
vendors integrate with
laaS cloud admin
consoles

Can operate
independently or
integrate with enterprise
systems, including
cloud-native systems

Out-of-Band/
Monitor Only

Can be deployed to
just monitor and alert;
however, does need
integration to gain
access to data feeds

Can be deployed to
just monitor and alert;
needs integration to
obtain access to data
feeds

Cannot be deployed to
operate out-of-band;
however, can operate
in monitor and alert
only






WHY CSPM (Cloud Security Posture Management)?
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WHY Cloud Security Posture Management (for me)?

e Minimize impact to developer workloads
e Visibility to environment, users, assets, control policies

e Critical for detection & monitoring, incident response:
o Assets & Identities
o Environment/service ownership
o Visibility >> Action

e Driven by multi-discipline decision-making (for action)

e Programmatic support to enrich SIEM



Sample CSPM tools

Open Source

Aqua Security - Cloudspoit
Cloud-custodian
Cloud-reports

cs-suite

CyberArk - AWStealth

Duo Labs - cloudmapper
prowler

Salesforce - policy_sentry
ScoutSuite

Vendor

Alert Logic

BMC

Cavirin

CloudCheckr

DivvyCloud

Dome9

Fugue

Komiser

Palo Alto Networks Prisma Cloud
o Formerly Evident.io, RedLock

Saviynt

Turbot
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