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Leveraging the power of the crowd to fight
back against cyber criminals




1. Overview
2. Let's get down and dirty
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Cybersecurity is not a complicated problem
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It's a complex one




CYBERSECURITY
IS NOT EITHER

A PROBLEM OF
MEANS

800K records
EQU’F AX 57000 users

onom 500K accounts
solarwind

Tens of
thousands of

) emails servers
Microsoft

m 142M accounts

MGM GRAND.

n 267M records

32M accounts
high profile hack
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Capita/loneﬁ $80M

J.P Morgan 83M accounts
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Since the 90’s, we addressed
Cybersecurity as a
complicated problem

Outnumbering

Shall we try a
participative approach?
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Instead of a complex one... nﬁcj
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BUILDING THE
“WAZE OF
CYBER
SECURITY”

Local IPS
Global CTI
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C*\ ifﬁ\ CrowdSec
“~To Hackers, stolen IPs Our community is
pro nonymity - peeling the onion
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i ~ (and, spoiler alert, we’re not the one crying)



Massively
L pa rticipative

L ps
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Syslog, Splunk
journald, Cloudtrails, J% community
SIEM, ELK, Kafka, etc. ﬁ‘?i\

The Agent detects

threats based on
behavior scenarios

Connect the data
source you want
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Scenarios s

L7 DDoS Ransomware Resource
(Applicative) (lateral move) abuse

ﬂ ; 2580

Credentials Php-based
Brute-forcing armageddons Port scans Web scans

Ho o}

Credential or Bot Targeted
credit card Scalping & attacks
stuffing Scraping
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Crowd sourced
Cyber Threat Intelligence
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Instead of running simulated
services (honeypots) over a few
hundreds of servers on a couple

of clouds
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Free. Forever. Period.

. OPEN SOURCE (MIT)
. FREE (to use, copy, modify)

12 —

MIT license. \ Transparent, Open to

As free as it can be. auditable and contribution
trustable.
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Time dependant

A malicious IP was once clean
It's rogue only when a hacker owns it
And it will be cleaned one day

Each IP is refreshed every 72 hours max

BAD IP?
Context is key
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No Smoke without Fire

If the network reaches a

consensus the IP enters
the “Fire” DB
Tﬁl

] > Goal: Instruct all bouncers in
the world to treat this IP as
hostile
&) J_ |




Your logs are never exported —

Timestamp
CrowdSec only e OffendingIP
collects e Behavior
*****
< a > GDPR
o “* GENERAL DATA
*** TTTTTTTTTTTTTTTTTTTT
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Slowly
conquering
the world
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CrowdSec

>20K installations worldwide
Across 110 countries and 6 continents

700 000 malicious IPs detected
72 hours fresh

Use cases across various industries
Hosters, universities, research centers, municipalities etc.
Blocked HTTP DDoS botnets, Credit card stuffers, etc.

2024 goal

10A6 machines in our CTI Network



Let’'s get our hands
a little) dirty
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Crowd Sec docs i Documentation Nextw CrowdSec Cscli Bouncers Tutorials FAQ OGithub ' Gitter D Discourse 53 Console copeec HUD (@ Q
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CrowdSec, the open-source & participative IPS.

Install CrowdSec - 2min

https://doc.crowdsec.net
Made with Docusarus
Code at https: ithub.com/crowdsecurity/crowdsec-docs
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https://doc.crowdsec.net/
https://github.com/crowdsecurity/crowdsec-docs

Now let’s get physitechnical

DATA SOURCES
—~
SYsLoG
SERVER |106 FILE
| | Q
CLOUDWATCH
—

CROWDSEC
CROWDSEC CROWDSEC CROWDSEC
AGENT cu LOCAL API

® =

DETECT BAD BEHAVIORS AND SHARE THEM WITH
BOUNCERS AND THE COMMUNITY

ALERTING

-." SLACK splunk

HTTP API Ef; ELASTICSEARCH

=
'm,m*"“
o

SHARE AND GET SIGNALS FROM THE COMMUNITY

(V) WorbpREss | 4l CLOUDFLARE

m NaINX ‘ FIREWALL

BOUNCERS ARE PLUGINS THAT BLOCK 1PS
ACCORDING TO CROWDSEC DECISIONS (BAN,
CAPTCHA ..)
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Data Sources

One-Shot
file Single files, glob yes yes
expressions, gz
files
journald Via filter yes yes
AWS cloudwatch | Single stream or yes yes
log group
Syslog service Read logs Yes no
received via
syslog protocol
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Linux
FreeBSD
Docker
k8s

OpenWRT

Windows
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CrowdSec —
Dataflow
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CrowdSec —
foundations

Collections:
Bundled parsers and
scenarios
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Event

program: sshd N
message: Invalid user rohit From xoox26252 port 49076

///];;;r:"evt.Parsed.program == 'sshd'" i—\\\\\

!
4—no, Hry nex+Fmrserk———i"llllll.'
e

[grok: Invalid user\s*&{USERNAME. .. |

!
<————————ma%rynextpurser—-—("lllll"
7

statics:
- meta: log_type

value: ssh_failed_auth
- meta: target_user
expression: evt.Parsed.sshd_user

parer s siccosia (@)
Event

- ssh_faled-auth
l:oq;‘*cyepfp XXX 26252
hrget;ser.nﬂﬂ

¥
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Event

type: ssh_faled_auth
scurce_ip: 1234
target_user: Alice

caowosscuarw/ssu-eF.uszR—Ewm]
[l'n:r!& log_type == "ssh_failed_auth” |
No
FILTER MATCH ? >
6ROUPBY: source ip '
'bisﬂNCT: target_user ] —
Yes >
FLOW
Sopcety |overrLow_rurer: isocode '= 'FR’
- v
FAILED AUTH
1234 g0 No
FAILED AUTH
b*syeed 1234
YeES

SEND ALERT TO LOCAL API

CroWdSec



Observability

Prometheus

cscli

agent’s own easy-to-parse log file
Metabase dashboard

Brand new web console
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Grafana

{9 88 crowdsec Monitoring / Crowdsec Details per Machine &

Up Since Acquisition
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bui@sd-126005:~$ cscli metrics
[05-10-2021 ©3:42:43 PM] Buckets Metrics:

cscli prOn A waer

Y o SRR R L e
crowdsecurity/http-bad-user-agent
crowdsecurity/http-crawl-non statics
crowdsecurity/http-path-traversal-probing
crowdsecurity/http-probing
crowdsecurity/http-sensitive-files
crowdsecurity/iptables-scan-multi ports
crowdsecurity/ssh-bf
crowdsecurity/ssh-bf user-enum
crowdsecurity/ssh-slow-bf
crowdsecurity/ssh-slow-bf user-enum

B S S s S e T e e e

:/var/log/auth.log

:/var/log/kern. log

:/var/log/messages
:/var/log/nginx/error.log
:/var/log/nginx/memze.ro-http.access.log
:/var/log/nginx/memze.ro-https.access.log
:/var/log/syslog

L e +
PARSERS |
Ea +
child-crowdsecurity/http-logs |
child-crowdsecurity/nginx-logs |
child-crowdsecurity/sshd-logs |
crowdsecurity/dateparse-enrich |
| 2414691 2414691
| 2296 1503
| 2403556 2401126
| 7328 2296

|

|

crowdsecurity/geoip-enrich
crowdsecurity/http-logs
crowdsecurity/iptables-logs
crowdsecurity/nginx-logs
crowdsecurity/non-syslog 5426 5426
crowdsecurity/sshd-logs PLYED 11269
crowdsecurity/syslog-logs | 2437838 | 2437834
crowdsecurity/whitelists | 2414691 | 2414691

CrowdSec




cscli - management

NAME @ STATUS VERSION LOCAL PATH

crowdsecurity/mysql-bf enabled [ § /etc/crowdsec/scenarios/mysql-bf.yaml
crowdsecurity/http-backdoors-attempts enabled 0.2 /etc/crowdsec/scenarios/http-backdoors-attempts.yaml
crowdsecurity/http-crawl-non statics enabled 0.2 /etc/crowdsec/scenarios/http-crawl-non statics.yaml
crowdsecurity/http-probing enabled 0.2 /etc/crowdsec/scenarios/http-probing.yaml
crowdsecurity/ssh-bf enabled 0.1 /etc/crowdsec/scenarios/ssh-bf.yaml
crowdsecurity/http-path-traversal-probing enabled 0.2 /etc/crowdsec/scenarios/http-path-traversal-probing.yaml
crowdsecurity/iptables-scan-multi ports enabled 0.1 /etc/crowdsec/scenarios/iptables-scan-multi ports.yaml
ltsich/http-we0twoot enabled 0.1 /etc/crowdsec/scenarios/http-wo0tweot.yaml
crowdsecurity/http-bad-user-agent enabled 0.4 /etc/crowdsec/scenarios/http-bad-user-agent.yaml
crowdsecurity/http-generic-bf enabled 0.1 /etc/crowdsec/scenarios/http-generic-bf.yaml
crowdsecurity/http-sqli-probing enabled 0.2 /etc/crowdsec/scenarios/http-sqli-probing.yaml
crowdsecurity/http-sensitive-files enabled 0.2 /etc/crowdsec/scenarios/http-sensitive-files.yaml
crowdsecurity/http-xss-probing enabled 0.2 /etc/crowdsec/scenarios/http-xss-probing.yaml
crowdsecurity/ssh-slow-bf A\ enabled,update-available 0.1 /etc/crowdsec/scenarios/ssh-slow-bf.yaml

crowdsecurity/sshd A\ enabled,update-available 0.2 /etc/crowdsec/collections/sshd.yaml
crowdsecurity/iptables enabled 0.1 /etc/crowdsec/collections/iptables.yaml
crowdsecurity/linux enabled 0.2 /etc/crowdsec/collections/linux.yaml
0.4
0.1
0.1

crowdsecurity/base-http-scenarios J\ enabled,update-available /etc/crowdsec/collections/base-http-scenarios.yaml
crowdsecurity/mysql enabled /etc/crowdsec/collections/mysql.yaml
crowdsecurity/nginx A\ enabled,update-available /etc/crowdsec/collections/nginx.yaml

oot@sd-126005: /home/bui# cscli hub upgrade
[65-10-2021 ©3:46:13 PM] Upgrading collections
[65-10-2021 ©3:46:13 PM] crowdsecurity/http-logs : overwrite
I[65-10-2021 ©3:46:13 PM] crowdsecurity/http-crawl-non statics :
03-4F - DM 2

- 20 Qudse Dffp_probing gven

overwrite
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Console
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https://docs.google.com/file/d/108zi0Q90cGmLimcNaJzStirJGJQ09KTY/preview

Notification plugins

splunk> ' slack

HTTP
Push

% @ elasti
¢ elastic



e Local API
e Central API
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Bouncers

Firewall
Nginx
Custom
Cloudflare
Wordpress
Generic PHP
DIY?

&
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Protecting services (any service!)
Canary device (portscan detection)
Wordpress

Generic PHP site protection

A
.
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Decision making in CrowdSec




What about the future? =

Serverless architecture

Credential/Credit card stuffing/Data theft
Integration with mod_security
Exposing CTI




Any questions?

Mr
Reputation

SecOps, DevOps, let’s
outnumber
cybercriminals



Please get in touch

Try out CrowdSec:
https://crowdsec.net/
https://github.com/crowdsecurity/
Twitter: @crowd _security

Join our Discourse: https://discourse.crowdsec.net

Send me a mail;
klaus@crowdsec.net
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