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Blue team. Red team. AppSec. Maker. Network engineer.
Phreaker. Gene Erik is a hacker jack-of-all-trades who enjoys
breaking things, instrumenting hacks, putting things back
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better.

https://twitter.com/geneerik


@CellPhoneDude
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engineer, DFIR professional.
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What is MPTCP?

MultiPath TCP is an example of using
multiple interfaces / interface types and

using them as a single connection bound
to an application or service.
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Yeah Ok But Why?
Instead of your device having to choose which

interface it's going to use, with MPTCP the kernel
decides to use all interfaces and layers TCP on top
of both connections. Sorta of like muxing dialup
connections. Packets are tagged and numbered

based on the interface thats going out, so it's
transparent to the TCP stack.
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Using Both Routes..
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Yeah Ok But Why?

Because why not? Ok Fine real reasons:

Failover
Redundancy
Modern Devices / Multiple IF's
Speed
Because someone else already mainlined it so it's there now.





Yeah Ok But Why?



Ever wanted to add all your internet together?



What is OpenMPTCProuter?
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What is OpenMPTCProuter?
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What is OpenMPTCProuter?

https://s3.amazonaws.com/media-p.slid.es/videos/1914611/21EwHtta/sentimentaltestychimneyswift-mobile.mp4


How does it move traffic?
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Packets A,D,G,J

Packets B,E,H,K

Packets C,F,I,L

Packets ABCD

Packets EFGH

Packets IJKL



How does it move traffic?
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MultiPath TCP
https://www.multipath-tcp.org/
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