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AP| DEFINITION

Random Plugin

A
Web App Mobile App
A TL;DR: provides standardized, programmatic method of interaction between " "’V
backend logic / software and external services
. API |

A Layer ofabstractionto simplifyinteraction with a service

A Common Functionality: GET, PUT, POST, DELETE

A Implementation on the backend varies widely depending on the servic{

Internal
Service

<

Internal Infrastructure/Application

internal API

Internal
Service




APl USE

A Connect to APIs w/ HTTP requests, using any
programming language

ttps://api.somenerdyapp.com/stuff/earlgr

{'user-agent’: 'borg app/9.0.:
A Examples: request headers w/ auth, JSON bo
Request & Response Headers

A Anatomy of a REST API request:

A EndpointbtURL specifying t " content-encoding " :
interacting with transfer—encoding" -
'connection': ° -

Methodd howy o u idteractingwith it B

'¥-runtime’: "1

Headersd metadata include with request &
response, can include auth

'etag': '

A Data/Payload if creating/updating, what info to
add/change (usually JSON formatted)




APl SECURITY CONSIDERATIONS

Risk Mitigation
A String injection A Input validation
A Unauthorized data access (ex. IDOR) A Authentication/authorization, data access controls

A D/DoS, Manin the Middle attacks, complex attacks A Web ApplicationFirewall, TLS, rate limiting

Resources:

ShellContalk @ 14:300n AP| Security

API Hacking talkittps://www.youtube.com/watch?v=ggmyAxiGV9c
Use Postman to poke at APIgips://www.postman.com/



https://shellcon.io/talks/2021/api-security/
https://www.youtube.com/watch?v=qqmyAxfGV9c
https://www.postman.com/

SERVERLESS

D> > D> P>y D

Execution model abstracting away infrastructure
Code-focused, obfuscating OS & dependencies
Simplified development process

Eventdriven, primarily accessed via APIs

Stateless, no persistent storage

MicroVM

API

Function code

AWS Infrastructure




SERVERLESS FUNCTION EXAMPLE

Ort os
ort json
ort boto3

ort botocore

def lambda_handler{event, context):

A Supportedibrary installs done for the developer
A JSONformattedevent is the input to the function

A Context object provides info about the runtime env
and other metadata

result = "no results"

A Program logic up to developer

' “'”*—*f i'; F*” £ _ A Function will return JSONormatted response to
resUltT = gt node kKeys| ) ¥ FeTtTurns d1lCt O OOes dinc
R caller

i¥ result:

print(result)

jer() == "initialize_gll™:



SERVERLESS FUNCTION def send message(msg, dest lambda):
=AAMPLE client = boto3.client('lambda")

response = client.invoke(
FunctionName=dest lambda,

Invaking one AWS Lambda InvocationType="RequestResponse’,
from another via internal API

AWS boto3 library helps
interface with the API Payl:}ad=j5c}n . dumpS(msgj ,
Other Lambda must have

policy that allows it to be
iInvoked

LogType="Tail ",

print(json.load(response| "Payload’]))




SERVERLESS FUNCTION EXAMPLE: IAM PERMISSIONS ON LAMB

"Version": "2@

"Statement": A Example of SCOped pOlle

A Restricting AWS Lambda
permissions reduces attack
surface

)escribeTimeTolive",

A |IAM/permissionss the
serverless security perimeter!

lescribeReservedCapacity*®",

;table/ta_node_1_db",

1table/ta_directory_db"




comp = input("\nYour computation? => ')
if not comp:

print ("No input")
else:

print ("Result =", eval(comp))

The (Python 3) input function reads a line from standard input. The eval function performs the
evaluation of the expression provided. Given that eval evaluates the input as a Python expression, it can
also calculate values if you prefer. For example, if the input 1s 3@ * 12 + 5 then it computes the value
and outputs: Result = 365.

However, Python expressions can do a lot of things, for example, consider this:

__import__('os').system('rm -rf /')

SERVERLESS FUNCTION
COMPROMISE EXAMPLE

Image credit: https://research.cs.wisc.edu/mist/SoftwareSecurityCourse/ChaptersBo8e-Bjections.pdf

String injection

Access to Environment

Enumer ate Lambd

Privilege Escalation / Resource Acce

IAM / Permissions = Security Perimet




Monolithic Microservices
Architecture Architecture

User Interface User Interface

MICROSERVICES

Microservices Architecture is a
design pattern

Collection of looselycoupled

components Application Logic Microservice Microservice

containers or serverless

Commonlyimplementedusing /
functions

/

Data Interface Microservice Microservice

APlsconnect components

Development and upgrade
focus shifted to component

Microservice

el —— |
\J
Database Database | " | Database

Database
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Branching strategy:

develop - includes latest features / fixes

vl.x.X - created in preparation of release to UAT environment

release - the current state of the UAT environment Merge requests into the develop,

i K release and master branches must
master - the curent state of the production environment Eass tests, code review and QA
efore being merged.

Feature Branches Release Branches UAT Production
EX-001 EX-002 EX-003 EX-004 EX-005 Ex-006  develop 4 g g v1.0.1 vi.1.p  release master
Release branches should be
naserNlistng):Heleenant o o ot B A e
https://semve'r.ﬂrg to Production environment

Ta

g:
BEE ges release/v1.0.0

Merges into the master branch
should include a tag in the
format:
release/vl.x.x

:

OO0~

Branches should be named
after the corresponding
issue number in Jira

ABCDE

Critical bug fixes can be
released without including
entire develop branch

y Y Y

: i Tag:
GESCES = > - @ T release/v1.0.1

Tag:
| ABCDEF ABCDEF ABCDEF release/vi.1.0

Merges into the develop Merges into the release
branch will be auto deployed branch will be auto deployed
to DEV environment to UAT environment

Credit: Coding Garden (YT channel)



TYPICAL FLOW CONTROLS

A Implemented against pull requests
A Manual approvement gateways
A Automated tests
A Branch protections
A Limits or entirely blocks ability to push directly to sensitive branches
A Limit the files that can be modified by a pull requests
A Pipeline protections
A Limit who can modify the pipeline configuration

A Limit who can modify automated test code
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Developer

- qgit checkout dev

- git checkout -b v1.0

PR ex-001 into release

Complete pull request

Main Re

pository Tooling Repository

Run automated tooling check

o0
dhh

Technical
Lead

Approve pull request

Deploy code

Azure R

Notify user of pipeline execution results

ipelines



CONCEPTUALLY

A Covers the operational gap between development and deployment
A Uses automation to reduce friction

A Takes freshly written code and moves it through higher environments until its released in production

A git branching and pull requests




