So Your City Has
Been Hacked...
Now What?
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About Me

® 13 years working IT for 3 different cities

® 10 of those years for Law Enforcement
® Current role Infrastructure/Security
® One of the Operations leads for WRCCDC

® Twitter: @Bluescreenofwin [=] /= w4,
T
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Overview

® Primary focus of talk
dentify Priorities of Local Gov't

How ransomware looks within the org

How can we affect change



Focus of IT in Local Gov't

® Provide a service

® Consider the CIA triad

® Common anecdote is to select and focus on 2 of the
3 principles

® Local gov't focuses on one: Availability



Focus of IT in Local Gov't
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https://xkcd.com/705/

Issues Facing Local Gov't

® Budge Constraints.. Sometimes
® Siloed Departments
® Departments are often highly-segregated organizational structures

® Attractive hacking targets

® Due to the above issues, relatively “easier” targets aka low hanging fruit



City Response to Cyber Attacks

®How Are they detected?
® Complex SIEMS?
® Tight Ingress/Egress controls?

® Any guesses?
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Ransomware Attack #1

® Codename Snallygaster

® Point of Origin: An email from California Office of
Emergency Services (Cal-OES)

® Attribution: Likely Russian in origin

® Demand: 4 BTC (roughly 125k at the time) or leak



Ransomware Attack #1

® Timeline:

® Employee in the police dispatch center opened an email from
Cal-OES

® Within 12 hours all systems became halted

® IT discovered multiple servers became entirely inoperable and
reported to Chief of Police

® Within 24 hours Joint Regional Intelligence Center (JRIC) called
out to respond




Ransomware Attack #1

®*Timeline:

® JRIC spent 48-72 hours assisting with forensics
teams and incident responders to determine
oreadth and impact of the attack

® Determined scorched earth, call for outside
agency help




Ransomware Attack #1




Ransomware Attack #1

® Impact
® 25+ servers encrypted... out of 25+
® 100+ workstations and laptops encrypted
® All emergency services taken offline

® Outside agencies (mine) had to dispatch for the entire City, help
inventory evidence, manage police case loads for critical
Investigations



Ransomware Attack #1




Ransomware Attack #1

® Enter Insurance

® Whatis.. CHUBB
® Cyber Liability Program
® You pay deductible.. They pay ransom.. Right?



Ransomware Attack #1

® Local Gov't paid ransom through CHUBB

® Paid 65,000 to decrypt one server

® JRIC worked with FBI to create decrypting, this tool was
used to decrypt the rest of the data



Ransomware Attack #1

® Post-Mortem

®Very limited virtualization (2 servers in
total)

®No backups (one exception...)
® Flat network



Ransomware Attack #1

®Post-Mortem

®One backup of CAD/RMS. Take by a
vendor. Stored in an old account. In the
cloud.



Ransomware Attack #1

®Disclosure

® According to JRIC, this local government
only has to disclose if there is reasonable
belief that sensitive data, or Pll, was
exfiltrated off-site.




Ransomware Attack #2
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Ransomware Attack #2

® Codename Rick Astley
® Point of Origin: Unpatched Fortigate appliance

® Attribution: DoppelPaymer Ransomware Gang
(possibly Evil Corp)

® Demand: 12 BTC or leak (max of 15.5)




Ransomware Attack #2

® Timeline:
® APT targets this specific local gov't

® Over the course of 2 weeks, the APT had located sensitive
data and placed malware on pretty much everything

® At the end of roughly 2 weeks, DoppelPaymer was released
with the ransom note




Ransomware Attack #2

® Timeline:

® JRIC notified but most support was offered remotely/over the
phone

® Third party security company called out to perform RCA,
survey damage, and more..

® Third party agencies called on to perform policing duties once
more




Ransomware Attack #2

Pre-Mortem (or calling time of death)
* FLATNETWORKOHGOD WHY

» Backup servers... encrypted
 CAD/RMS... encrypted

* No backup

* IT department...



Ransomware Attack #2

. Text me going to log off of this .I'm getting fired




Ransomware Attack #2

® Timeline:
® Cyber Security Insurance will save us.. Right?

® CHUBB cited US Department of Security sanctions as reason of non-
payment

® https://home.treasury.gov/system/files/a26/ofac_ransomware advis
ory.pdf

® Unofficially, DopplePaymer has history of leaking data to dark web
regardless of paying ransomware


https://home.treasury.gov/system/files/126/ofac_ransomware_advisory.pdf

Ransomware Attack #2

® Which is what happened. Over 6GB of data was
leaked. Reports officially state that Pl “potentially” is
in the data...

®ITIS 200% INTHE LEAK



Ransomware Attack #2

® Post-Mortem
® No backups this time... sort of

® One backup of the evidence system from 2016

® Department currently cataloging all piece of
evidence from 2016 and on




What Can We Do?

® As taxpayers (or just concerned humans).

® Some obvious things.. Vote
® Some not so obvious..
® Culture of disconnection
® Attend your local city council meetings (many are online)

® Give talks, invite coworkers and people in local Gov't



Conclusion

®Any Questions?




THANKYOU!

® Twitter: @Bluescreenofwin




